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Bumorn go 3axucty iHdbopmauii BeED-CTOPIHKM Bif
HeCcaHKLIOHOBaAHOIo gocTyny

AKTyani3auito po3milileHnx Ha BeG-CTOPIHL,i iH(hopMaLiiHUX pecypciB Ta KepyBaHHSA AOCTYNOM [0 HUX CIif 34INCHIOBATK 3a JOMOMOIOH0
aBTOMaTM30BaHOI cuctemm YkplHTei, B skih Mae OyTu ctBopeHa KC3I, sika noTpebye BUKOHAHHSA nepeniky BUMor Ao Takoi AC.

IHdbopMauito BeE6-CTOpiHKM NOAINSATE Ha ABi KaTeropii: 3aranbHOAOCTYMNHY Ta TEXHOMOTIYHY.
3aranbHopoOCTYMHY iHhopMaLito MOXe BUKOPMCTOBYBaTK Byab-aka 0coba, Lo Mae JOCTyn A0 IHTepHeTy.

TexHonoriyHa iHpopMmaLis cCToCcyeTbCa aaMiHICTPYBaHHA Ta KepyBaHHsS obuyucrntoBanbHot cuctemoro AC i 3acobammu 06pobneHHst iHgopmadiii. Lie
OaHi Npo MepeXxHi agpecy, iMeHa, MepcoHanbHi ifeHTUdIkaTopu Ta Naponi KOpUCTYBaYiB, IX MOBHOBAXEHHA Ta Npasa AoCTyny A0 06’EKTiB,
iHcbopMmaLlis XXypHaniB peecTpadil Ai KopucTyBadiB, iHLWa iHdopMaLis: BCTaHOBIEHI poboyi napMeTpu okpeMux 3acobiB 3axUCTy, NapamMeTpu
dyHKUioHanbHoro M3 Towo. TexHonoriYHy iHdhopMaLito MOXYTb BUKOPUCTOBYBATM fULLIE BNOBHOBAXEHI KOPUCTYBaYi - CMiBPOBITHNKM CNyXOKn 3XxaxmcTy
iHdbopMaLiii 1 nepcoHarn, Lo 3abeaneye gyHKLioHyBaHHs AC. Cnig 3BepHyTH yBary Ha Te, Lo Po3MillyBaTh Ha BEG-CTOPIHL KOHIBOEHLINHY
iHdbopMaLlito YMHHE 3aKOHOL4ABCTBO He 403BONSE. AKLIO iHopMaLia He € BNacHICTIO Aep)kaBu abo iHgoopMaLlieto 3 06MeXeHUM 4OCTYNoM, BUMOTY
LLOAO 3aXUCTY AKOi BCTAHOBMEHO 3aKOHOM, TO BriaCHUK iHbopMalLlii MoXe 3anpoBagyKyBaTu npasuna OCTyny 4O HEI Ha CBil po3cyn, LWwonpaeaa,
3axmMCT KOHiAEeHUINHOCTI Takol iHpopMaLlii B IHTEpPHETI rapaHTyBaTu He MOXHa.



PoaTtaluyBaHHS BED-CTOPIHKK

Beb-cTopiHka Moxe ByTU PO3MILLLEHOIO SIK HA TEPUTOPIT BiacHUKa iHopMmauii, Tak i
Ha TEePUTOPIl CTOPOHHbLOI OpraHi3auii. B octaHHbOMY BUNaadKy 3axoAiB i3 3aXUCTy
iHpopMmaLil cnig BXXueaTtm He NuLLE BriacHMKaMm iHpopmaldii, ane n BnacHMKam
aBTOMAaTM30BaHOI CUCTEMU, e PO3MILLLeHO BeD-CTOPIHKY. BnacHuk iHpopmauit,
BUXOOAYM 3 YMUHHOIO 3aKOHO4ABCTBA, BM3HAYa€e npasusia AOCTYyny A0 Hel, a
BNACHUK CUCTEMMU 3AINCHIOE 3axXUCT iHbopMaLlil, 30KpemMa 3abearnedye BiaNoBiaHE
pPO3MEXyBaHHA OOCTYNy A0 Takol iHdopmauil.



[locTyn go TexHosorivyHol iHpopmMauil

[locTyn oo TexHonorivyHol iHbopMaLlil Ta nepegaBaHHA AaHUX ON19 akTyanisauil
3aranbHOAOCTYNHOI iIHdOpMaUil 34IMCHIOTL Yy ABa cnocobu: 3 pobo4yol cTaHu,l,
pO3TallOBaHOI Ha TiK camin TepuTopil, Wo | Beb-cepBep (YyCcTaHOBU-BNacHMKa Be6-
cTopikm abo onepatopa), Un 3 TepmiHany Beb-cepBepa (TexHonoris T2).
TexHonoria T1 Bigpi3HAeTLCA Big TexHonorii T2 HadABHICTIO Yy ApYroMy BUNagKy
He3axuLLEeHOro cepeaoBuLLa, ske He KOHTPOJSTHETLCH, | 40AATKOBUMU BUMOramMmm
lwoao iaeHTudikauii Ta aBteHTudikauil Mk K83 poboyol ctaHuil i K33 Beb-
cepBepa nig 4ac cnpobu poanovaTty oOMiH iHpopmalieto Ta 3abesneveHHs
LinlicHOCTI iHpopmauii nig Yac odminy.



CTtaHgapTHI dyHKUIOHanNbHI Npodini 3axuLLeHoCTI

HL T3l 2.5-010-03 B13Ha4vae Taki npodini 3axmuieHocTi obpobntoBaHol
iHpopMmalLit:

3a yMOBMU, L0 AOCTYN A0 TEXHOSOrYHOI iHbopMauil Ta nepegaBaHHA AaHUX ONS
akTyanisauii 3aranbHOOOCTYNHOI iHopMaLil 34iIMCHIOETLCSA 3a TexHorsorieto T1:

“‘KA-2, UA-1, UO-1, AB-1, AP-1, HP-2, HA-2, HK-1, HO-1, HU-1, HT-1".

3a yMoBMU, Lo AOCTYN OO0 TEXHOSMOrYHOI iIHhopMauil Ta nepeaaBaHHA AaHUX a5
aKkTyanisauii 3arasibHO4OCTYMNHOI iIHpopMaUil 34iIMCHI0ETLCS 3a TexHornorieto T2:

“ KA-2, KB-1,UA-1, UB-1, 1o-1, AB-1, gP-1, HP-2, HA-2, HK-1, HO-1, HL-1,
HT-1, HB-1".



MiHIManbHUWX pIBEHb rapaHTIu

MiHiMansHMM OOCTaTHIM piBHEM rapaHTin peanisauii K33 BeO-CTOpiHKN € piBEHb
[-2.



3arpo3u besnedui iHdpopmauil y mepexax

Posnoain pecypciB Ta iHpopmauil y NpoCcTopi pobUTb MOXITMBOK HAABHICTb MepeXHMX atak. ig
BiJaneHo aTtakow po3yMitoTb aTaKy Ha po3nogineHy ob4umcnoBanbHy CUCTEMY, LLO
30IMCHIOTb NPOrpamMHi 3acobun kaHanamm 3B’s13Ky. Taka ataka Mmoxe 0yTu 34iMCHEHa Ha
MNPOTOKOMNN | MEPEXHI CrYXX0WN, a TakoX Ha onepauiHi cucteMmn Ta NpuKNagHi nporpamu By3nis
Mepexi.

Tunosi Bpa3nunBOCTi po3noaineHnx cuctem BignosigHo Ao “IT Baseline Protection Manual - BSI
(Federal Agency for Security in Information Technology” (October 2000):

yragyBaHHs naponis, abo ataku 3a CNOBHUKOM,;

peecTpauia Ta MaHinynauii 3 MepeXXHnm Tpadoikom;

IMNOPT dpanbLUMBUX MaKeTIB JaHUX;

eKcnryaTauis BigjoOMUX ypasnuBoCcTeN NporpaMmHoro 3abeaneyeHHsa (MOBM MaKpOCiB,
nomunnku B OC, cnyx0un BigaaneHoro 4octyny TOLLO).



[TpnynHM BpasnnMBOCTEN MEPEXKHNX CUCTEM

® BUWKOPMCTAHHSA CrifibHOro cepenosuLla nepenasaHHs (Hanpuknag, Ethernet,
pagiokaHan);

® 3aCTOCYBaHHS HECTINKMX anropuTmiB igeHTudikauil BigganeHnx o0’ ekTiB;

® BUKOPUCTaAHHSA NPOTOKOMIB AMHAMIYHOI (aganTUBHOI) MapLUpyTU3auir;

® 3aCTOCYBaHH4A asfiropMTMIB BigdaneHoro rnoLuyky.



be3neka B3aemopil BigKPUTUX CUCTEM

3apas 4acTKkoBO po3pobneHo ctaHaapTu (poboTta Hapg X CTBOPEHHSM TPUBAE),
cnpsiMoBaHi Ha 3abe3nevyeHHs 3axuUcTy iIHopMaLil y BIOKPUTUX cuctemax, i

BIOMOBIOHI MeXaHI3MU 3axXUCTY.
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