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3aci6 nporpamHuii
K3l «Kpunto
nianuc»



KpuntorpadiuHi anroputmum

% 3acobom peanizoBaHi HacTynHi KpuntorpadivyHi anropUTMmu:

— anroput™™ wudpyBaHHA AaHux BignosigHo ao ACTY

FOCT 28147:2009 y pexxumi raMmyBaHHA i3 3BOPOTHIM 3B’ A3KOM
anroputm obumcneHHA imiToBcTaBkM BignosigHo po ACTY
FOCT 28147:2009

ANrOPUTM obuymncneHHn rew-oyHKUT  BiAnNoOBIiAHO A0
[OCT 34.311-95;
anropuTMu reHepauii  napameTpis, obuyncneHHa  Ta

nepeBipAHHA e/IeKTPOHHOro uudposoro nianmucy (ELM)
BianosigHo ao ACTY 4145-2002;

aNropuTM reHepawii nceBgoBMNAAKOBMX MOCAIA0OBHOCTEMN
(MBM) signosiaHo ao AoaaTtky A ACTY 4145-2002.

RFC 2631 "Diffie-Hellman Key Agreement Method", June 1999

Ta IHLWI...



MoTeHWinHIi 3aMOBHUKMU

% [lep*KaBHMI CeKTOp.

%+ ®iHaHCOBUI CEKTOP.

\/

* KomepuinHunm cektop.

¢ [epaBHWi CEKTOP:

CucTemMm eNeKkTPOHHOro A0KYMEHTOObIry

MiKBigoM4i aBTOMaTU30BaHi cuctemm obmiHy iHpopmaujeto...
Cuctemu Ta NigCUCTEMUM €NEKTPOHHOIMO ypAayBaHHA

Cuctemm nopaHHA aAMIHICTPATUBHUX J[OaHUX A0 OpraHis
AepXKaBHol Bnaam

[MopTanbHi  pilleHHA (AepXaBHi  NOCAYrM, enekTpPoHHe
CamMmoBpALyBaHHA, AeprKaBHi 3aKynisni, 3BEPHEHHA
roomagAaH, nybniyHa Bnaga, eNekTPOHHI MeauyHi nocayru,

TOLLO).

e ov FOCYJAPCTBEHHBIE YCITYTH A _ 3NEKTPOHHOE
og 1 MHOOPMALINA OHNANH NPABUTENLBCTBO

rcycnyru



MoTeHUiMHIi 3aMOBHUKMU

s ®DiHaHCOBUMN CEKTOP:
— ENeKkTpOoHHI nnaTiXKHI cuctemm

— Cuctemu Tuny KnienT-baHK (
— TMnaTiXKHi TepmiHanu (B3aemoaia 3 NPoLEeCUHIOM)
— Cnctemmn eneKkTPoOHHOro A0KYMeHToobiry
— ABC, IBC, SAP, CRM — cucremu
** KomepuinHni cekTop:
— ENeKTpOHHI ayKLioHU
— EnekTpoHHI Toprosi naouwaaKkm
— ®oHAaoBI Ta BasOTHI bip»Ki
— MeauuHi iHpopmaLinHi cuctemm
— CRM - cucrtemmn
— |HpopMaLiMHi cucTEMM CTPAXOBMX KOMMNAHIM
— TopriBenbHi cncrtemm

— |HpopMaLiiMHi cuctemn HeaepHKaBHMX NEHCIMHUX POHAIB



L HEUNTOCORT

ApXiTeKTypa Ta
NnpPUHUMN poboTH
3acoby

s ApxiTeKkTypa 3acoby
+* CKnapgosi YyactTuHU 3acoby



ApxiTeKkTypa 3acoby

I[Mpuknaana cucrema

KrienTchka yacTHHA MPUKIIATHOT CUCTEMH CepBepHa YaCTHHA MPHKIAIHOI CHCTEMH

(BeO-Opay3sep) 1
\17

Knienm ﬁ Cepsep ]/T
T peanizanis H peanizanis
KpUITOrpa(iuHux KpHUITOrpadiyHux
ynkuii J / \\\I> ynkiit y

[lepenaua [ToBepHeHHs [Iepenaua
6 [ToBepHEHHSA
JOKY JAHHX Ha o0pobnenoro ONTOKY JTaHHUX Ha
. ONOKY JaHUX Ta
00pobKy OJIOKy maHuX NEPEBIPKY
BHUCHOBKY 11010
nepeBipKU
AIICK
3eeprenns 1o AIICK 3 metoro: 3epuenns 10 ALICK 3 meToro:
- IEPEBIPKU CTATYCY cepTH(dIKATY IMIAMMCYBaYa, - IEPEBIPKH CTATyCy cepTudikarin

- OACPXKAaHHA IMMO3HAYKH 4Yacy. - OJCPKaHHA IMO3HAYKH Hacy.



CKknaposi YactuHu 3acoby

s CepBepHa 4YaCTMHa;

\/

%* KNieHTCbKa YacTuUHa:
— «TOBCTUM KNIEHTY;

— BEB - annner.

\/

¢ CepBepHa 4acTuHa 3abe3neuvye:

— HaKnaaaHHA Ta nepesipky EUT

— wudpyBaHHA Ta aewmndpyBaHHA iHpopmauil

— nepesipKy cTatycy ceptvdikata 3a MEexaHI3MOM CMUCKY
BiAKNMKaHMX cepTudikaTis (CRL)

— nepeBipKy CcTaTtycy ceptudikata y pexumi peanbHoro 3a
MEXaHI3MOM iHTEPaKTUBHOIO BU3HAYEHHA CTaTycy cepTudikaTa

— OTPMMaAHHA No3Ha4ku vacy (TSP)

— nigknoyeHHA GannoBoro TOKEHY, CMapT-Kaptm abo USB-
TOKEeHy

— 3abe3neyye iHTepdenc B3aeMosii 3 CTOPOHHIMN NPUKNALHUMMU

cucrtemamm 3amoOBHUKaA 3a npoTtokonom SOAP



CKknaposi yactuHu 3acoby

s CepBepHa YacTuHa.
¢ KnieHTCcbKa YacTuHa:

— «TOBCTUM KNIEHTY;

"W UA Crypto

®aiin [apametpn Jlonomora

RPUNTOCOPT

CUCTEMEI RPUNTOFPE@UECADU FEWUTEI

Mianucatu thain MNMepeBiputk chain
SawmdppyBatu chann Poswmndhpysarm chain
MepernaHytn cepindpikatm Mepernaxytu CBC

— BEB —annner.




CepBepHa yactnHa 3acoby. OCHOBHiI QYHKU,ii

¢ CepBepHa YacTuHa 3abesneuvye:

HaKnagaHHA Ta nepesipky ELI

WwndpyBaHHA Ta AewnPpyBaHHA iHpopmauii

nepeBipKy CcTaTycy cepTudikata 3a MeXaHi3MOM CMUCKY
BiAKAMKaHUX cepTudikaTis (CRL)

nepeBipKy cTaTycy cepTudikaTa y pekumi peanbHOro 3a
MEXaHi3MOM  IHTEPAKTMBHOrO  BM3HAYEHHA  CTaTycy
ceptudikata (OCSP)

OTPMMaHHA No3Ha4vku Yacy (TSP)

nigKNo4YeHHA GanNoBOro TOKEHY, cmapT-Kaptn abo USB-
TOKEHy

3abe3neyye  iHTepdenc  B3aemoAil 3 CTOPOHHIMM

NPUKNAAHUMM CUCTEMAMM 33 NpPoToKosiom SOAP



CepBepHa 4yactuHa 3acoby. Ocobausocri

¢ OVYHKLIOHYE Yy BUTNAAiI chy»kbu (cepsicy);

** 3abe3neyye B3aEMOAIO 3 NPUKNAAHMM  MPOrPaAMHUM
3abe3nevyeHHAM 3aMOBHUKA;

¢ 3paTHa PYHKLIOHYBATU CaMOCTIMHO, AK He3aneXHa CK1a[0Ba
NPUKNAAHOI CUCTEMU 3aMOBHMUKA, HaaAaruu MOXK/IUBICTb
BUKOPUCTAHHA BCbOro GYHKLIOHANY 33 4ONOMOTOH BU3HAYEHUX
Ta OnNucaHux iHTepdencisa B3aemoail 3 npuknagHum 13
3aMOBHMUKa.



KnieHTcbKa yactuHa 3aco6y. OcCHOBHI yHKLiT

¢ KnieHTcbKa YacTuMHa 3acoby 3abesneyye:

reHepaLlito KN4oBMxX AaHUX (KpunTorpadiyHMX KNKodiB)
dbopmyBaHHA 3anNUTY Ha cepTUiKaLito BIiAKPUTOrO Kato4a Ao
ALICK

HaKnaaaHHA Ta nepesipky ELI

WKnppyBaHHA Ta AelwnPpyBaHHA iHpopmauii

nepeBipKy CcTaTycy cepTudikaTa 3a MEXaHi3MOM CMUCKY
BiAKNMKaHuX cepTudikaTis (CRL)

nepeBipKy cTaTycy cepTtudikaTa y pekumi peanbHoro 3a
MEXaHi3MOM  IHTEPAKTMBHOrO  BM3HAYEHHA  CTaTycy
ceptudikaTta (OCSP)

OTPMUMaHHA No3Ha4ku vacy (TSP)

NigKNOYeHHA GanNoBOro TOKEHY, CMapT-KapTn abo USB-

TOKEHY



A RELNTOCO®

#8| CUCTEMbBI HPUNTOFPBPUECKOU 38WUTEI

Onuc 3acoby

»* 3aranbHi BiAOMOCTI

»* [1pU3HaYeHHA

»* HeobxigHicTb BUKOPUCTaHHA 3acoby
» [lepesarun 3acoby

» KpuntorpadiyHi anropntmu

** lMoTeHuinHi 3aMOBHMKWM Ta MNPUKIagU NPUKNAAHUX 3aBAaHb, 414
BUPILLEHHA AKMX NPU3HaYeHnin 3acib



BEB-annnet. OcobauBoCTi

L)

*

*

*

L)

*

L)

*

3abe3neyye B3aEMOAIO 3 MPUKNAAHMM  NPOrpPamMHUM
3abe3nevyeHHAM 3aMOBHUKA;

3abe3neuye MOX/IUBICTb peanizauil ayTeHTUdiKauii
KOPpMUCTYyBa4Ya B CUCTEMI 33 HAABHOCTI B HbOro BiANOBIAHWUX
KAOYOBUX AaHUX Ta cepTUdikaTa BIiAKPUTOro KAKYa;

3abe3neuye MOX/INBICTb peanisauii HaLiOHAbHUX
KpuntorpadiyHnx crtaHpaptie y BEB - pgopatkax 3
BUKOpPUCTAHHAM npoBiaHnx BEB — ornspavis (Google Chrome,
Mozilla Firefox, Opera, Internet Explorer);

30aTHUM PYHKLIOHYBAaTM CaMOCTIMHO, HaZaktouM KOpPUCTyBayy
MOX/IMBICTb BUKOPUCTAHHA BCbOro GyHKLIOHaNy 3a A4OMNOMOroto
rpadiyHoro iHTepdency KopmcTysaya.



«ToBcTUU KnieHT». OcobnuBocCTi

L4

DYHKLIOHYE OKpeMmo Big, npuKknagHoro N3 3aMOBHUK];

BMKOHaHUW y BUrNAaAi Ganny, Wo 3anyckaeTbea (exe-dann);

3abe3neuye MOXNUBICTb peanisauii ayTeHTUdIKauii
KOPMUCTYBa4Ya B CUCTEMI 3@ HAABHOCTI B HbOro BiANOBIAHWUX
KJHOYOBUX AaHUX Ta cepTUdikaTa BiAKPUTOro KAKua;

30aTHUN (PYHKLIOHYBAaTU CaMOCTIMHO, HaAakuM KOPUCTYBauy
MOIMBICTb BUKOPUCTAHHA BCbOro GyHKLIiOHaNy 3a 4ONOMOroto
rpadivyHoro iHTepdency Kopucrtysaya.



L HEUNTOCO®T

NiueH3inHa
NONITUKA

% [leMOHCTpaLiiiHa
% ObmexeHa

* MNoBHO®YHKLiOHaNbHA



ICHYIOUM BapiaHTU NiLEH3INHOI NONITUKM

¢ [leMOHCTpaL,ifHa:
— NpuM3Ha4YeHa AN8 HagaHHA MOXAMBOCTI MNOTEHLUiMHOMY
3aMOBHUKY 03HAMOMUTUCH 3 MOXKNMUBOCTAMM 3acoby.
— QYHKUIOHaNbHi obMmeXeHHA BIiACYTHI, Yy MNOPIBHAHHI 3
obmeXXeHOo NoNITUKOI.
— 3ab0poHAETLCA BUKOPUCTOBYBATU y cKnapji
aBTOMATU30BAHUX CUCTEM, B AKUX NOOYA0BAHO KOMMNAEKCHY

cUCTEeMY 3axXUCTy iHpopmauil.

* ObmexeHa:
— Mpu3HavyeHa AAA HaJaHHA MOMK/IMBOCTI BUKOPUCTAHHA

3acoby B npouecax 3abe3neyeHHA KUTTEAIANBHOCTI
3aMOBHMKA 3 EAMHUM 0OMEXEHHAM: 3a6/10K0BaHO QYHKLiO
KNIEHTCLKOI Ta CcepBEepPHOl 4YaCTUH BMKOHYBATWU reHepawuito

KAKYOBUX AaHWUX.



ICHYIOUM BapiaHTU NiLEH3INHOI NONITUKMU

¢ MoBHODYHKLiOHaNbHa:

— [Mpu3HavyeHa ANA HaJaAHHA MOMIUBOCTI BUKOPUCTAHHSA
Bupoby 6e3 obmexkeHHss B npouecax 3abesneyvyeHHA

HUTTEAIANBHOCTI 3aMOBHMKA.



cuneHapii'
BUKOPUCTAHHA

-
=
-
-
-
-

(L Frny
» 'Il'll'.“l““



LleHTpanizoBaHa cxema reHepauii KAKOY0BUX
AAHUX

« BunKopuctoByeTbcA obmerxKeHa niueH3inHa NoniTuKa Ha 3acib;

% [eHepauia KAKYOBUX AaHUX BUKOHYETbCA LEHTPAIbHUMMU
nigposainamu 3amoBHMKa 3a gonomoroto 3acoby K3l «LleHTp
reHepaduii Knwouis, v.3», po3pobkn TOB «CK3 «KpuntocodpT»;

** PO3N0BCIOAKEHHA 3aKPUTOrO K/KOYa KOPUCTYBayYa BUKOHYETbLCA
BiANOBIAHO A0 NPUUHATUX Y 3aMOBHUKA Npoueayp;

e 3BepHeHHA no ALCK 3 metowo ¢opmyBaHHA cepTUPiKaTy
BIAKPUTOrO K/AKOYa BUKOHYETHCA LEHTPani30BaHO, BigNOBIAHO
A0 NPUMHATUX Y 3aMOBHUKa Npoueayp.



deueHTpanizoBaHa cxema reHepauii
KNOUYOBUX AAHUX

** BUMKOPUCTOBYETLCA NOBHOGYHKLIOHaNbHA ANiLEeH3iMHa NOMITUKa
Ha 3acib;

L)

*

* [eHepayia KAYOBUX OaHUX BUKOHYETbCA KOPUCTYBayYem
KNIEHTCbKOT YaCTUHM i3 BUKOPUCTAHHAM 1T (KNIEHTCbKOI YaCTUHM)
MOM/IUBOCTEW;

L)

* 3BepHeHHA A0 AUCK 3 metoo $opmyBaHHA cepTUdIKaTy
BIAKPUTOro KAKYa BUKOHYETLCA AEUEeHTPanisoBaHo, BiANOBIAHO
A0 NPUUHATUX Y 3aMOBHMKa Npoueayp.

*



CueHapi¥ NOBHOro BUKOPUCTaHHA 3acoby

le»l KiaajaHa cucreMa

KiieHTCBhKA yacTUHA HpHKJIaﬂHOll' CHCTCMH CepBepHa yacTHHA HpHKJ'Ia\IlHO.l' CUCTEMH

(Beb-Opaysep) 1 [
BEb-annaem Tﬂr Cepsep j”Th
’_’ peanizauis ’_‘ peamizanisa
KpunrorpaiuHux KpUI'TOrpaiaHux
N (hymKuiii Jf / \\j> (ymKuiii J/
[epemaua

[ToBepHeHHs [Tepenaua
6 [loeepuenns
JIOKY JaHHX Ha obpobnenoro OIOKy JaHMX Ha 5
00pobKy 00Ky JdaHMX nepeBipKy JIOKY JIaHHX Ta
BHCHOBKY I[0]I0
nepeBipku
AIICK

3sepuenns go AL[CK 3 meToro: 3eepuenns no ALICK 3 metoro:
- niepeBipKH cTaTycy ceprudikarty nijnucysada; - IIepeBipKH cTaTycy cepTH(iKaTiB
- Oflep>KaHHs MO3HAYKH dacy. - OJIEPKAHHS TO3HAYKY Yacy.

+*

+* T[loBHicTIO BiANOBiAa€E apxiTeKTypi 3acoby.

¢ BMKOPUCTOBYETbCA Y BUMAAKY, AKLLO:

— KOPUCTYBaYaM-KNIEHTaM NPUKNAAHOI cucTeMM 3aMOBHWUKA HEODXiAHO BUKOHATKH
byAb-AKi KpUNTONEPETBOPEHHA 3 AaHUMMU, WO LUPKYNOTb B AaHiM NPUKNAAHIN
CUCTEMI.

— CepBepHa 4YacTMHA MNPUKNAAHOI CUCTEMM 3aMOBHWKA MOBUHHA BUKOHATKU
nepesipKYy CNPaBXHOCTI BUKOHAHMX HA KAIEHTCbKOMY MICLi KpUNTONEepeTBopeHb
nepea TWUM, SK BUKOHATWM 3 OAepXKaHMMKU JaHUMKM  Oyab-fIKi  BM3HAYEHI

PO3pPO0BOHNKOM Ail.



CueHapi obmexKeHOro BUKOPUCTaHHA
3acoby. «TOBCTUMN KNIEHT»

IIpuknajna cucrema 3amoBHuka abo

APM kopucrysaya. CXoBHIIE JIAHUX
CTOPOHHSA NPHKJIAIHA CUCTEMH.
7 it Kai <:> [lonansia obpobOka JaHUX He 3aNeKHTD Bijl
pearizanis 3acoly
KpunTorpadiunmnx
bynkuii

[lepenaua [loBephenus
OnoKy naHux Ha 0bpobueHoro
00poOKy B 070Ky naHuX
PYYHOMY > ALCK
PEAKHMI 3sepuenna 10 ALICK 3 meroro:

- IEPEBIPKY CTATYCy cepTh(ikaTy mimucyBava;
- OJIEPKAHHA TIO3HAYKH HaCY.

*

** B paHoMy cueHapii 3a4iaHUM BUKAKOYHO «TOBCTUM KNIEHTY.

** BMKoOpuUCTOBYeETbCA Yy BMMAAKY, AKWO 3aMOBHMKY HeOobXigHO  BWKOHATU
KpunTtorpadiuyHi nepetsopeHHa (HaknagaHHA / nepesipka EUM, wudpysaHHa /
pewmndpyBaHHA) Hag, AaHMMKM, cnocib nepeaadi AKMX A0 BnacHoi (abo CTOPOHHbLOI)
NPUKNAAHOI CUCTEMU BUKOHYETbCA Y PYYHOMY peXumi. Hanpuknan: AOKYMEHT ,

nianncanuin ELUN, nepeaaetbca Ao iHWOI opraHisauii 3acobamm enekTpPoHHOI NoLWTH.



3aranbHi BiAOMOCTI

% 3acib € po3pobroto TOB «Cuctemun KpuntorpadivyHoro 3axucry
«KpnntocopT»

*¢* 3aci6 dYHKUIOHYE B cepenoBULLi BipTya/bHOI Java-mallnHU
(JVM) He3aNeXHo Bif KOMN'IOTEPHOI  apXiTEKTypu
(KpocnnatpopmeHUnin)

% 3aci6 nepebyBae Ha eTani nNPOXOAXEHHSA AepXKaBHOI
eKkcnepTrsun B chepi KpuntorpadivHoro 3axmcty iHpopmadii Ta
HaNONMKUMM  YACOM OTPMMAE MNO3UTUBHUN EKCNEepPTHUMN
BUCHOBOK [lep»cneu3s’a3Ky



CueHapin obmeXeHOro BUKOPUCTAHHA
3acoby. BEB-annner

l'lpmmanna CHCTCMA

. . BCPHA YACTHHA NPHKIAIHOT CHCTCMH
KilieHTChbKa YacTHHA NMPUKIIAIHOT CHCTEMHU Cepepha wacTiHa NPUKIA/HOI cHCTE

(Be6-6paysep) <:>
*I BEb-anniem

peasmizanis
Kpunrorpadivanx
ynkii

[lepenaua [loBephenus
ONIOKY laHWX Ha obpobrenoro
obpobky 00Ky naHnx

> ALICK
3sepuenns 10 ALICK 3 meroo:

- IEPERIPKHN CTATYCY cepTH(IKaTy mianmHcysava;
- OJIEp/KaHHA TTIO3HAUKH Yacy.

*

** B paHoMy cueHapii 3aaiaHni Buknto4HoO BEB-annner.

% BMKOPUCTOBYETbCA Y BMMNAAKY, AKLWO KOPWUCTYBayaM-KAiEHTAM MPUKAAAHOI CUCTEMM
3aMOBHMKa HeObOXiAHO BMKOHATUM OyAb-AKI KPUNTONEPETBOPEHHA 3 AAaHMMMU, WO
LLMPKYNOOTb B AaHIM NPUKNALHIN cucTemi, Aka asase coboto BEB-nopTan. Mpu ubomy
Ha CepBepHY YaCTUHA NPUKAALHOI CUCTEMM 3aMOBHMKA He MOKAALAETbCA MKOOHMX
GYHKUIN 3 nNepeBipKM  CNPaBXKHOCTI  BMKOHAHWUX HA  KNIEHTCbKOMY  MicLi
KpUNTonepeTBopeHb nepen TUM, AK BUKOHATU 3 OAEPXKAaHUMM AaHUMKU Byab-AKi

BU3HA4YeHi pO3pOobHUKOM Aji.



CueHapin obmexKeHOro BUKOPUCTaHHA
3acoby. CepBepHa 4YacTUHa

IHpukaaana cucrema
CepsepHa yaCTHHA NPHKIIAIHOT CHCTEMH

CroponHI KOpucTyBayi / BiJU1aICHI

kopHctyBadi [IpuknaaHoi cucreMu Cepeep

3aMOBHMKA peaizaiis

KPHTITO THHHX
dymKuii
[lepenaua -
611(“&'}" TTAHWX Ha l'Iouepuemm OIIOKY

X — MTAOUIY T4 . "
nepeBipKy HAHHX Td BH(,]'-]UBI\}/
IMIO/10 TIEPEBIPKH

3eeprenns 10 ALICK 3 meToio:
- TICPEBIPKH CTATYCY cepTH(]IKATIB
- OICPKAHHA TIO3HAYKH Yacy.

ALICK <

*

** B paHoOMYy cueHapii 3a4iaHNIM BUKNKOYHO cepBepHa YacTnHa 3acoby.

** BMKOpUCTOBYETbCA Yy BMMaAKy, AKWO 3aMOBHWKY HEBAMK/MBO, SIKUM UYMHOM bOyno
BMKOHAHO KpUNTONepeTBOPEHHA Hag AaHMMK, WO nepefarTbCsas A0 CepBepHOI
YAaCTUHU NPUKNAAHOI cUCTEeMM 3aMOBHUKa.

** [lpn ubomy cepBepHa YaCTUHA NPUKNAZHOI CUCTEMM 3aMOBHUKA NOBMHHA BUKOHATU

nepeBipKYy CNPaBXHOCTI BUKOHAHMX KPUNTONEPEeTBOPEHb Nepes TUMM, AK BUKOHATKH 3

OAepPKaHUMU AaHNUMK Byab-AKi BUSHAYEHI PO3POOHMKOM Ail.



KoHTaKTu po3pobHuKa

TOB "Cucremu kpuntorpadiyHoro 3axucty "Kpuntocodpt”

M. Knis, MenbHukosa 83 A
Ten.: (094) 92-90-179 abo (044) 38-43-179

e-mail: Info@cryptosoft-ua.com

[@HFUNTOCOTT

e-mail: support@cryptosoft-ua.com

www.cryptosoft-ua.com




iilstlill| CucTEMb) KPUNTOFPEMUECADU 38L4UThI

[AaKyemo 3a Bawy yBary!



Npu3HayeHHA

*

*

e

e

0

3abe3neyeHHA uUinicHOCTI iHPopmauii Ta nNiaTBEpPAXKEHHA
aBTOPCTBA LUIAXOM BUKOPUCTAHHA MEXaHi3MiB €NeKTPOHHOro
umdposoro nignucy (HaknNagaHHA Ta nepesipka nignucy)
3abe3sne4vyeHHA KOHQIAEHLINHOCTI IHbOopMaLil, AKa
NepenaEeTbCca He3axmLEeHUMN KaHanamu 3B'a3ky (lHTepHerT),
LLUIAXOM BUKOPUCTAHHA MeXaHi3miB WndpyBaHHA
(wndpyBaHHA Ta AewmndPpyBaHHA iHPpopmaLi)

3abe3neyeHHA B3aeEmMoAil 3 aKpeaUTOBAHUMM LEHTPaMMU
cepTudikauii  KAWYIB 3  METOH  OTPUMAHHA  NOCAyr
eNeKTPOHHOro undpoBoro nianucy

3abe3neyeHHA KpuntorpadiyHOro 3axmcty iHPopmauii, AKa
MA€E  MaAKCMManbHUN  rpud obmexeHHA  pgoctyny —
KOH@iOeHyiliHo (nepcoHanbHi AaHHiI, KomepuiHa Ta
6aHKiBCbKa TAEMHULUA, TOLLO)



HeobxiaHicTb BUKOpUcTaHHA 3acoby

* BUMOIrnM YMHHOro 3aKOHOZAaBCTBa YKPAiHM Ta MiA3aKOHHUX

*

L)

*

L)

HOPMAaTUBHO-MPaBOBUX aKTIB

HeobxiaHicTb 3abe3nedyeHHA UinicHOCTI iHPpopMmauii, fKa
LMPKYIOE B iIHPOPMALLIMHIM cUCTEMI Ta NIATBEPAMKEHHA i
aBTOPCTBA, WANAXOM O0O6YMCNEHHA 3HAYEHHA eNeKTPOHHOro
UMb poBoro nianucy

HeobxiaHicTb 3abe3neyeHHA KOH®iAeHUiMHOCTI
iIHPpopMaLii, AKa UMPKY/IIOE B iHPOPMALLIMHIN cucTemi abo
nepenaeTbca MK Il CKNagoBMMM  4YaCTUMHAMKU 3

BUKOPUCTAHHAM BiAKPUTUX KaHanie 3B'A3Ky (IHTepHeT),
LWAAXOM 34iIMCHEHHA KpuntorpadiyHOro nepeTBOPEeHHA
Takol iHpopmauii



MNepeBarn 3acoby

*
0‘0

L)

L)

MaclTaboBaHICTb: MOMKNUBICTb BUKOPUCTOBYBATU KOMIMOHEHTHU
3acoby 3 ypaxyBaHHAM apXxiTeKTypu NpPMAaAHOro NPOrpamHoro
3abe3neyeHHs, y CKnaai AKoro BUKOPUCTOBYETHCA 3acib;
npocrota 3a6esneyeHHA BuMMoOr 3 ceptudikauii 3acobis K3l:
3acib € opraHiYyHUM Ta UiNICHUM NPOrpaMHUM NPOAYKTOM, AKUU
BiANOBIAAE YMHHIN HOpMATUBHIM DBa3i YkpaiHu B ranysi K3l Ta
MOXe BWKOPUCTOBYBAaTUCb Yy CKnaai npuknagHoro [13
3aMOBHWKA, K MOro CKNagoBa 4acTUHa, 6e3 HeobxigHOCTI
NpoBeAEeHHA AepXKaBHOI ekcnepTusn B ranysi K3l npuknaaHoro
13 3aMOBHMKA Ha NPaBUNbHICTb BOYAOBYBaHHA KPUNTODYHKLLIN;
nepesipeHi pexumn B3aemogii 3 AUCK: moxnusicTb
oTpumaHHAa nocnyr ELMN Bia npoBiaHux ALICK YKpaiHu, a came:
MiHicTepctBa poxoais i 36opiB  YKkpaiHW, YKpaiHCbKOro
ceptTmdikauinHoro ueHTpy, [leprkaBHOI Ka3Ha4yeuCbKoi Cay»owu
YKpaiHn, HauioHanbHOro aenosutapito YKpainu, Masterkey Ta
IHLLI.



MNepeBaru 3acoby

\/

** MObBINbHICTb Ta NPOCTOTA YCTAHOBKM:

— 3PYYHICTb Ta MNPOCTOTA HANAWTYBAHHA AK K/AIEHTCbKOI, TaK |
cepBepHOi cKknagosoi 3acoby (HanawTyBaHHA 30epiratoTbea vy
KOHirypauinHux ¢amnax),

— MOXAUBICTb PYHKLIOHYBAHHA CKNaAoBMX 4YacTUH 3acoby y
cknapi BiptyanbHux mawumH (Oracle VM VirtualBox, VMware,
Microsoft Hyper-V, Citrix Xen, iHLwi)

“* KpoccnnatpopmeHicTb:

— MOXNUBICTb PYHKLIOHYBAHHA CKNagoBMX 4YacTUH 3acoby nig,
ynpaBAiHHAM onepauinHux cuctem sk cimencrtsa Windows Tak i
onepauinHux cuctem cimeincrea Linux/Unix, wo 3abe3sneyyerbes
cepenoBULLEM BipTyanbHOI Java-mawmnHu (JVM).

— BMKOHAHHA  KpunTorpadiyHUX nepeTBoOpeHb B CepenoBuLLi
BipTyanbHOI Java-mawunHu 3ab6e3nedye NiaTpumKy:

Microsoft Windows XP, Vista, 7,8, 2003, 2008, 2012 (Ta HOBIi Bepcii, AKi
6yayTb niaTpumysatu Java)

Linux Red Hat, CentOS, Ubuntu, SUSE, Debian (iHwi Bepcii, AKi
NiATPUMYIOTb Java)

BSD-UNIX (FreeBSD, OpenBSD) (iHwi Bepcii, saki niaTpumytoTsb Java)
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MpoctoTa iHTerpauii 3acoby B icHytouYi iHpopmauiMHi cuctemu, a
TaKOXX B CUCTEMMW, AKI CTBOPKOKOTbLCA  WAAXOM  HaAaHHA
pO3p0bHMKAM iHPOPMALIMHUX CUCTEM KOMMJIEKTY AOKYMeEHTaLi,
o y 060oB'A3KOBOMY NMOPAAKY MICTUTb onnC GYHKLIN Ta NpuKnaam
IX 3aCTOCYBaAHHA.

MOXNUBICTb BUKANKY PYHKLiN, AKi 3abe3nevyoTb HaknagaHHA Ta
nepeBipKy enekTpoHHoro uudposoro nignucy (ELLM) 3a HacTynHMMM

TMnamu ¢popmaris: «bazosunit ELLM».

BignosigHicTb BMMOram UYMHHOrO 3aKOHOAABCTBA YKpaiHW,
NiA3aKOHHMM  HOPMATMBHO-NPaBOBMM  aKTaM,  AEpPXaBHUM
ctaHpaptam (ACTY ISO/IEC, ACTY ETSI TS), MmiKHapoaHUM
cTaHgaptam Kpuntorpadii 3 sBiakputTum Kaouvem (PKCS), poboumm

npono3uuiam (RFC)...
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MoXXnuBicTb 36epiraHHA KA4YoBUX AaHUX (KpuntorpadivyHmx
KNtOYiB) AK Yy cKknagi $pannoBoro KOHTEMHepa, TakK i Ha HocCii

KNo4oBOoi iHpopmaLii TMny cmapT-Kapta abo USB-TokeHi (PKCS#11);

[porpamHa reHepauis KAKYOBMX [AaHUX NPU  BUKOPUCTAHHI
dainnoBoro  KoHTenHepa, 3abe3neyye 3py4yHiCTb CTBOPEHHA
PE3EPBHUX KOMIM KAKYOBMX [A3HMX LWAAXOM pe3epByBaHHA

$annoBOro KOHTEMHEpPA B LLIIOMY;

AnapaTHa reHepauia KAOYOBMX AAHUX NPU BMKOPUCTAHHI CMapT-
KapTn abo USB-ToKkeHy 3abe3neyye ¢popmMyBaHHA KAKOYOBUX AAHUX
Ha NPUCTPOI, @ TAaKOX YHEMOXK/IUB/IKOE EKCNOPTYBAHHSA KJ/IHOYOBUX

AaHUX 3 NPUCTPOKO




